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Q Libreria para la programacion de protocolos de
red “en crudo”:

» Permite acceder directamente a los interfaces de red del
equipo.
Q Los paquetes enviados/recibidos no han sido
procesados por la pila de protocolos del equipo:

» Es necesario anadir/procesar las cabeceras de todos los
protocolos de la pila que se desea desarrollar.

- Realmente el kernel y 1ibrawnet reciben una copia de
todos los paquetes recibidos por la tarjeta de red.

A librawnet proporciona dos modulos:

1. Temporizadores con precision de milisegundos:
timerms.h (man timerms)

2. Gestion de los interfaces de red, envio/recepcion de
paquetes “crudos”. rawnet.h (man rawnet)
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Q Obtener tiempo actual:

long long int timerms time();

a (Re)iniciar temporizador:
long long int timerms reset ( timerms t * timer,

long int timeout );

Q Consultar estado temporizador:

long int timerms elapsed ( timerms t * timer );

long int timerms left ( timerms t * timer );
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Q Temporizador que expira a los 500 ms:

timerms t timer;

long int timeout = 500;

long long int now = timerms reset(&timer, timeout)
long elapsed time = timerms elapsed(&timer);
long time left = timerms left(&timer);
...[+100 ms]

elapsed time = timerms elapsed(&timer) ;

time left = timerms_ left (&timer);

...[+400 ms]

elapsed time = timerms elapsed(&timer) ;

time left = timerms left (&timer);

...[+500 ms]

elapsed time = timerms elapsed(&timer) ;

time left = timerms_ left (&timer);
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aQ Temporizador “infinito’:
timerms t timer;
long int timeout = -1;
long long int now = timerms reset(&timer, timeout);
long elapsed time = timerms elapsed(&timer);
long int time left = timerms left(&timer);
...[+1000 ms]
elapsed time = timerms elapsed(&timer) ;

time left = timerms_left(&timer);
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a Operaciones con interfaces “crudos’:

rawiface t * rawiface open char* ifname );

char* rawiface getname rawiface t * iface );

int rawiface getmtu

(
(
int rawiface getaddr ( rawiface t * iface, uchar addr[] );
( rawiface t * iface );
(

int rawiface_close

Q Enviar/Recibir paquetes “crudos™:

int rawnet send ( rawiface t * iface, uchar * pkt, int pkt len );

rawiface t * iface );

int rawnet recv ( rawiface_ t * iface, uchar buffer[], int buf len,
long int timeout );
int rawnet poll ( rawiface t * ifaces[], int ifnum,

long int timeout );

Q Gestion de errores (no multi-thread):

char* rawnet strerror();
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eth_client.c eth_server.c

Cliente Ethernet Servidor Ethernet

eth.h
eth.c

Ethernet

Ethernet

rawnet.h

librawnet timerms.h librawnet
librawnet. so
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Q Direcciones MAC:
#define MAC ADDR SIZE 6
typedef unsigned char mac_addr t [MAC ADDR SIZE];
mac_addr t MAC BCAST ADDR = {OxFF, OxFF, OxFF, OxFF, OxFF, OxFF};
#define MAC STR LENGTH 18
void mac_addr_str ( mac_addr_ t addr, char str[] );

int mac_str addr ( char* str, mac_addr t addr );

a Operaciones con interfaces Ethernet:

eth iface t * eth open ( char* ifname ) ;
char * eth getname ( eth iface t * iface );
void eth getaddr ( eth _iface t * iface, mac_addr_t addr );

int eth close ( eth iface t * iface );

Q Enviar/Recibir tramas Ethernet:
int eth send ( eth iface t * iface, mac_addr t dst, uintlé_t type,

unsgined char * payload, int payload len );
int eth recv ( eth iface t * iface, mac_addr t src, uintlé_t type,
unsigned char buffer[], int buf len, long int timeout );

int eth poll ( eth iface t * ifaces[], int ifnum, long int timeout ); 9
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#include “eth.h”

#include <rawnet.h>

#include <timerms.h>

typedef struct eth iface {
rawiface t * raw_iface;
mac_addr t mac_address;
} eth iface t;

eth iface t * eth open ( char* ifname ) {

struct eth _iface * eth iface;

eth iface = malloc(sizeof(struct eth iface));

rawiface t * raw _iface = rawiface open(ifname) ;
if (raw_iface == NULL) { return NULL; }

eth iface->raw_iface = raw_iface;

rawiface getaddr (raw_iface, eth iface->mac_address);

return eth_iface;
10
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struct eth frame {
mac_addr t dest_addr;
mac_addr t src_addr;
uintlé_t type;
unsigned char payload[ETH MTU];
};
#define ETH HEADER SIZE 14

int eth send ( eth iface t * iface, mac_addr t dst, uintlé6_t type,
unsigned char * payload, int payload len ) {

struct eth frame eth frame;

memcpy (eth frame.dest addr, dst, MAC ADDR SIZE) ;

memcpy (eth frame.src_addr, iface->mac_address, MAC ADDR SIZE) ;
eth frame.type = htons (type) ;

memcpy (eth frame.payload, payload, payload len);

int eth frame len = ETH HEADER SIZE + payload len;

11
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char* iface name = eth getname (iface);
mac_addr str(dst, mac_str);
printf ("eth send(type=0x%04x, payload[%d]) > %s/%$s\n",
type, payload len, iface name, mac_str);
print pkt((unsigned char *) &eth frame, eth frame len, ETH HEADER SIZE) ;

bytes _sent = rawnet send(iface->raw_iface, (unsigned char *)
&eth frame, eth frame len);
if (bytes_sent == -1) {
fprintf (stderr, "eth send(): ERROR en rawnet send(): $s\n"“,
rawnet strerror());
return -1;

}
return (bytes_sent - ETH HEADER SIZE) ;

12
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int eth recv ( eth iface t * iface, mac_addr t src, uintlé_t type,
unsigned char buffer[], int buf len, long int timeout ) ({
timerms reset(&timer, timeout);
do {

long int time left = timerms left(&timer);
unsigned char eth buffer[ETH FRAME MAX LENGTH] ;
int frame len = rawnet recv (iface->raw_iface, eth buffer,
ETH FRAME MAX LENGTH, time left);
if ((frame_len == -1) || (frame len == 0)) { return frame len; }

else if (frame len < ETH HEADER SIZE) { continue; }

struct eth frame * eth frame ptr = (struct eth frame *) eth buffer;

int is my mac = (memcmp (eth frame ptr->dest addr, iface->mac_address,
MAC_ADDR SIZE) == 0);

int is_target type = (ntohs(eth frame ptr->type) == type);

} while ( ! (is_my mac && is_target type) )’

13



Universidad

ucdm | CarloslIl eth recv() (ll)
de Madrid —

memcpy (src, eth frame ptr->src _addr, MAC ADDR SIZE) ;
payload len = frame len - ETH HEADER SIZE;
if (buf len > payload len) {
buf len = payload len;
}
memcpy (buffer, eth frame ptr->payload, buf len);

return payload len;

14
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eth_client e

int main ( int argc, char * argv[] ) {

if (argc !'= 5) {
printf ("Uso: %s <iface> <tipo> <mac> <long>\n", argv[0]); exit(-1);

eth iface t * eth iface = eth open(iface name) ;
if (eth iface == NULL) { exit(-1); }

int err = eth send(eth iface, server addr, eth type, payload, payload len);
if (err == -1) { exit(-1); }

len = eth recv(eth_iface, src_addr, eth type, buffer, ETH MTU, 2000);
if (len <= 0) { fprintf(stderr, "%s: ERROR en eth recv()\n", argv[0]);
} else { printf("Recibidos %d bytes del Servidor Ethernet\n", len); }

eth close(eth_iface);

return O;

16
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int main ( int argc, char * argv[] ) {

if (argc '= 3) { printf("Uso: %s <iface> <tipo>\n", argv[0]);, exit(-1); }

eth iface t * eth iface = eth open(iface_ name) ;
if (eth_iface == NULL) { exit(-1); }
while (1) {

printf ("Escuchando tramas Ethernet (tipo=0x%04x) ...\n", eth type);
unsigned char buffer[ETH MTU];

int data_len = eth recv(eth iface, src_addr, eth type, buffer, ETH MTU, -1);
if (data_len == -1) { break; }

int len eth send(eth_iface, src_addr, eth type, buffer, data len);
if (len == -1) { break; }

printf ("Enviado %d bytes al Cliente Ethernet:\n“, payload len);

eth close(eth _iface);

return O;

17
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Q Acceder a los interfaces y enviar/recibir paquetes en
“crudo” requiere permisos especiales:
< rawnetcc /tmp/<prog> <fl.c> <f2.c> .

A Ejemplo: rawnetcc /tmp/eth client eth.c eth client.c

1.
/usr/bin/gcc -o /tmp/eth client eth.c eth client.c -lrawnet

/usr/sbin/setcap cap net raw,cap net admin=eip /tmp/eth client
o]

/usr/bin/chown root.root /tmp/eth client

/usr/bin/chmod 4755 /tmp/eth client

Q Depurar trafico enviado con Wireshark

wireshark &

Q Ejecutar cliente y servidor: /tmp/eth server eth0 0x1234

/tmp/eth client eth0 0x1234 <MAC>
18
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#include <stdlib.h>

#include <time.h>

#include <stdio.h>

int main(int argc, char* argv[]) {

int nums = atoi(argv[l]);
unsigned int seed = time (NULL) ;
srand (seed) ;

int 1i;

for (i=0; i<nums; i++) {

int dice = rand();

dice = 1 + (int) (10.0 * dice / (RAND MAX + 1.0));

printf ("$i\n", dice);

19
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#include “eth.h”

#include “ipv4.h”

// void ipv4 addr str(ipv4 addr t addr, char str[]);
// int ipv4 str addr(char* str, ipv4 addr t addr);

int arp resolve ( eth iface t * iface,

ipv4d addr t dest,

mac_addr t mac );
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