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Laboratorio Virtual

e Objetivo

o Proporcionar un entorno virtual portable para el desarrollo de las practicas
e Elementos

o Maquina Host (en el laboratorio o en casa)

= Ordenador fisico que funciona como maquina host
e SO (en el laboratorio) — Ubuntu GNU/Linux
e SO (en casa) — Linux, Windows, o Mac OSX
e VirtualBox instalado
o Maquina virtual principal
= Maquina virtual que contiene el entorno del laboratorio
e Se ejecuta como guest en la maquina fisica utilizando VirtualBox
e Basada en Debian GNU/Linux OS con interfaz grafica
= Incluye las herramientas necesarias para desarrollar todas las practicas
e User Mode Linux (UML): virtualizacién que contiene las maquinas virtuales del
laboratorio
e Switches virtuales para interconectar las maquinas virtuales del laboratorio
o0 Maquinas virtuales UML del laboratorio

= Maquinas Linux simples para realizar las practicas de laboratorio
e Se ejecutan como guests en la maquina virtual principal usando UML
e Solo tienen linea de comandos (sin interfaz grafica)
e Funcionan como hosts de red o routers para las practicas de laboratorio




Laboratorio Virtual

Maquina Fisica Host (con VirtualBox)

Maquina virtual principal (GNU/Linux)

Maquinas virtuales UML (Linux) para el lab.

[ UML1 } [ UML2 } o oo UMLnN

[ Switch Virtual ]




Laboratorio Virtual

Arrancar la maquina virtual principal en el laboratorio
1. Arrancar el ordenador del laboratorio usando el SO GNU/Linux y haciendo login con el usuario
‘usuario VMs’
2. Abrir una terminal de linux y ejecutar los siguientes scripts para limpiar el entorno y arrancar la
maquina virtual principal:
S redeslab del
S redeslab regenerate
S redeslab start

1.Hacer log in en la maquina virtual principal usando el nombre de usuario redes y la
contrasefa cursoredes.

Arrancar la maguina virtual principal en casa
1. Instalar VirtualBox y el Extension Pack de VirtualBox
- Ir a la pagina https://www.virtualbox.org/wiki/Downloads
- Descargar e instalar el paguete de VirtualBox correspondiente a tu SO
- Descargar e instalar el Oracle VM VirtualBox Extension Pack

1. Descargar la imagen de la maquina virtual principal de este link, llamada AR_RNG_2021.ova

2.Hacer clic dos veces en el archivo AR_RNG_2021.ova para instalar la maquina virtual
principal en VirtualBox

3. Abrir la consola de VirtualBox y arrancar la maquina virtual principal AR_RNG_2021

4.Hacer log in en la maquina virtual principal con el usuario redes y la contrasefia cursoredes.



https://www.virtualbox.org/wiki/Downloads
https://drive.google.com/file/d/1g-Bjck2vKvPcOJNf5r8Ehaqjm0bAS2Pr/view?usp=sharing

Laboratorio Virtual

e Desplegar las maquinas virtuales UML

(Esto se tiene que hacer en la maquina virtual principal)
1. Crear un fichero “net.conf” con la topologia de red
=  Ejemplo:

umil umi2 uml3 umli4

eth0 ethl eth0 ethl eth0 ethl ethO

umli1.0 umil.1 uml2.0 uml2.1 umli3.0 umli3.1 uml4.0 umi4.1

vswitch
S nano net.conf

defsw vswitch umll.0 umll.1l uml2.0 uml2.1 uml3.0 uml3.1 uml4.0 uml4.1

= Truco: En las sesiones de laboratorio, podemos usar siempre la misma topologia, asi que el
proceso se puede simplificar creando el fichero net. conf al principio de cada sesion con el siguiente
comando:

S echo defsw vswitch uml{l..5}.{0..3} > net.conf
2. Despleagar la topologia

$ sudo ifovsdel

$ sudo ifovsparse net.conf

3. Arrancar las maquinas virtuales UML (usando el script “1anza”)
S mkdir umll uml2 uml3 uml4
S lanza 1 2 3 4




Laboratorio Virtual

e Trabajando con maquinas virtuales UML

o Hacer login in en las maquinas virtualesUML usando el usuario root (sin contrasefa)

o Las maquinas virtuales UML solo tienen linea de comandos (sin interfaz grafica)

Archivo Ver Entrada

Xo

redes@RED:"$ nano net,conf
redes@RED:™$ sudo ifovsdel
i11ATENCION! 1!

Maquina Dispositivos ~ Ayuda

Si prosigue, cualquier méquina UML con una interfaz de red activa

sufrird un kernel panic,

Asegurese de desactivar todas las interfaces en las maquinas uml:

ifconfig <iface> down
éEsté seguro de continuar? (s/N): s

Borrando interfaces virtuales: uml4,0 uml4,1 uml1,0 umll,1 uml2,0 uml2,1 uml3,1

uml3,0

Borrando enlaces troncales: .
Borrando bridges: vswitch .

Borrando reglas iptables: .
redes@RED:“$ sudo ifovsparse net,conf

redes@RED:™$ mkdir umll uml2 uml3 umld

redes@RED:"$ lanza 12 3 4
Se va a lanzar umll con:
NAME=un11
UPATH=/home/redes/umll
ROOTFS=/usr/local/etc/uml/root_fs
COWFS=/home/redes/uml 1/umll_fs
SWAP=/home/redes/uml1/suap
Starting LSB: star HOSTIP=192,168,254,254
Starting System Lt SHARED_DIR=/tmp/uml_shared
Starting Permit User Sessiuris,,.
] Started LSB: IPv6 Multicast Routing Daemon,
] Started OpenBSD Secure Shell server,
] Started Restore /etc/resolv,conf if the system crash,,.u
] Started /etc/rc,local Compatibility.,
] Started LSB: Multicast Beacon,
] Started Permit User Sessions,
] Started System Logging Service,
Starting Console Getty...
] Started Console Getty,
] Reached target Login Prompts,
0K ] Started LSB: start and stop the Quagga routing suite,
FAILED] Failed to start LSB: DHCP server,
See 'systemct] status isc-dhcp-server.service' for details,
] Reached target Multi-User Sustem,
] Reached target Graphical Interface,
Starting Update UTMP about System Runlevel Changes...
0K ] Started Update UTHP about System Runlevel Changes,

Debian GNU/Linux 8 umll console

redes@RED: ~

RNG_AR_2019 [Corriendo] - Oracle VM VirtualBox

Virtua

#0 (uml3])

Desktop

Starting LSB: start and stop the Quagga routing suite,..
Starting Sustem Logging Service,..
Starting Permit User Sessions,..

[ ]
[ ]
[ K ]
[ ok ]
[ 0K ]
[ ]
[ ]

Started Permit User Sessions,
Starting Console Getty,..

[ ] Started Console Getty,

E . ] Reached target Login Prompts,

Started System Logging Service,

Started OpenBSD Secure Shell server,

Started Restore /etc/resolv,conf if the system crash,..was shut
Started Jetc/rc,local Compatibility,

Started LSB: IPvE Multicast Routing Daemon,

Started LSB: Multicast Beacon,

down, .

] Started LSB: start and stop the Quagga routing suite,
[FAILED] Failed to start LSB: DHCP server.
See 'systemct] status isc-dhcp-server,service' for details,

[ oK
[ o

] Reached target Multi-User System,
] Reached target Graphical Interface,

Starting Update UTMP about System Runlevel Changes...

[ oK
Debian GNU/Linux 8 uml3 console

unl3 login: ]

] Started Update UTHP about System Runlevel Changes,

(uml4)

Quagga routing suite...

JLaruing rErILL USer OESSIUNS. .,
] Started System Logging Service,
] Started Restore Jetc/resolv,conf if the system crash,,,was shut douwn,,
] Started Jetc/rc,local Compatibility,
] Started LSB: IPvE Multicast Routing Daemon,
] Started LSB: Multicast Beacon,
] Started Permit User Sessions,

Starting Console Getty...
] Started Console Getty,
] Reached target Login Prompts,
0K ] Started OpenBSD Secure Shell server,

0K ] Started LSB: start and stop the Quagga routing suite,

[FAILED] Failed to start LSB: DHCP server,
See 'systemctl status isc-dhcp-server,service' for details,
[ 0K ] Reached target Multi-User System,
] Reached target Graphical Interface,

Starting Update UTHP about System Runlevel Changes...
[ 0K ] Started Update UTHP about System Runlevel Changes,

[ oK

Debian GNU/Linux 8 uml2 console

unl2 login: []

] Started LSB: IPv6 Multicast Routing Daemon,
] Started System Logging Service,
] Started OpenBSD Secure Shell server,
] Started Restore /etc/resolv.conf if the system crash...was shut down..
] Started LSB: Multicast Beacon,
] Started Pernit User Sessions,
] Started LSB: start and stop the (uagga routing suite.,
] Started /etc/rc,local Compatibility,
Starting Console Getty.,..
0K ] Started Console Getty,
0K ] Reached target Login Prompts,
[FAILED] Failed to start LSB: DHCP server.
See 'systemctl status isc-dhcp-server,service' for details,
[ 0K ] Reached target Multi-User System,
[ 0K ] Reached target Graphical Interface,
Starting Update UTMP about System Runlevel Changes...
[ 0K ] Started Update UTHP about System Runlevel Changes,
Debian GNU/Linux 8 uml4 console

unl4 loging []

3 X redes@RED: ~

o Cuando acabes la practica, debes apagar las maquinas virtuales UML con el siguiente

comando en cada una:
#

shutdown

A Virtual Console #0 (um|

A Virtual Console #0 (uml< ) Virtual Console #0 (uml:

-h now

A Virtual Console #0 (uml! 3 Q

i B A)E 12581 Q| O
&@%@0 @@ﬂ@@ﬂrloerecho
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En analizador de red: wireshark



Wireshark

e Analisis del trafico de red con Wireshark

o El trafico generado por las distintas maquinas virtuales UML puede ser
capturado y analizado con Wireshark

o Wireshark es una herramienta grafica que solo se ejecuta en la maquina
virtual principal

m Para ejecutar Wireshark haz clic en el icono correspondiente del
escritorio ( o puedes teclear wireshark en una consola).

X Wi YEE irtual Con #0 {umi3) QEDELS Desktop
ovs-system state DOUN group default glen 1000 Starting LSB: start and stop the Quagga routing suite,..
link/ether eat07:45:fcif9:20 brd FFiFfiffiffiffaff Starting System Logging Service,..
182 uml2,0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast master Starting Permit User Sessions,..
ovs-system state DOWN group default glen 1000 [ 0K ] Started System Logging Service,
link/ether 2e:21:34:6d:el182 brd FFIFfIffiffiffaff 0K ] Started OpenBSD Secure Shell server.

19: uml2,1: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast master ] Started Restore /etc/resolv,conf if the system crash,,.was shut down,,
! uvs-§ustem stal:e EQUN ggupl_deFault qlen'-lOOO ] Started Jetc/rc,local Compatibility,

T i ] Started LSB: IPvB Multicast Routing Daemon,

redes (redes) en RED [#xoe[oEskToF] 1500 qdisc pfifo_fast master ] Started LSB: Multicast Beacon,
o ] Started Permit User Sessions,
“ Buscar: || f:ffgfF Starting Console Getty...
B 1500 qdisc pfifo_fast master ] Started Console Getty,
] Reached target Login Prompts,
Favoritos ff ] Started LSB: start and stop the Quagga routing suite,

OK
1500 qdisc pfifo_fast master FRILEII] Failed to start LSB: DHCP server,
ee 'systemct]l status isc-dhcp-server,service' for details,
[ 0K ] Reached target Multi-User System,
1500 qdisc pfifo_fast master |[[ 0K ] Reached target Graphical Interface,

Navegador web

%

N\ s» Preferencias del sistema ) Starting Update UTMP about System Runlevel Changes...
‘(\ si‘ [ 0K ] Started Update UTHP about System Runlevel Changes,
220 (uml4)
£ Gestor de archivos Debian GHU/Linux 8 uml3 console Gt - -
El Juagga routing suite,.,.
= unl3 login: [
[!] Uxterm System Logging Service, [ ] Started LSB: IPv6 Multicast Routing Daemon,
— Restore /etc/resolv,conf if the system crash,,.was shut down,. E % Started System Logging Service,
i /etesre,local Compatibility, Started OpenBSD Secure Shell server,
Analizador de redes e._.—& LSB: IPvE Multicast Routing Daemon, [ ] Started Restore /etc/resolv,conf if the system crash,,,was shut down,.
LSB: Multicast Beacon, [ ] Started LSB: Multicast Beacon,
Permit User Sessions, [ ] Started Permit User Sessions,
g Console Getty,., [ 0K ] Started LSB: start and stop the Quagga routing suite,
Console Getty, [ 0K ] Started /etc/rc,local Compatibility,
target Login Prompts, Starting Console Getty,..
OpenBSD Secure Shell server, [ 0K ] Started Console Getty,
LSB: start and stop the Quagga routing suite, 0K ] Reached target Login Prompts,
to start LSB: DHCP server, [FﬁlLEll] Failed to start LSB: DHCP server,
tatus isc-dhcp-server.service' for details, See 'systemctl status isc-dhcp-server,service' for details,
target Multi-User System, [ ] Reached target Multi-User Sustem,
target Graphical Interface. [ 0K ] Reached target Graphical Interface,
9 Update UTHP about System Runlevel Changes... Starting Update UTMP about System Runlevel Changes...
@ Update UTHP about System Runlevel Changes. [ 0K ] Started Update UTHP about System Runlevel Changes,
N ( 8 uml2 console Debian GNU/Linux 8 uml4 console
e~J ?
Favorito, Aplicaciones Méquina Usados recientemente Salir | unld login: []

A redes@RED: ~ A XTerm = wireshark_interfacesl.jpg - k XA ¢ 1{SE74° m@




Wireshark

e Trabajando con Wireshark
o Para mostrar el trafico, se debe especificar la/s interfaz/ces a escuchar (por

ejemplo, uml1.0 y umlil.1).
m Para seleccionar varias interfaces, se selecciona la primera y luego las
siguientes mientras se mantiene pulsada la tecla Ctrl

o Luego se hace clic en Start para empezar la captura

ﬁ The Wireshark Network Analyzer [Wireshark 1.12.1 (Git Rev Unknown from unknown]]
Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© © 4 =] Q

¥ | Expression...

Interface List = Open
@ Live list of the capture interfaces - Open a previously captured file
(counts incoming packets)
Open Recent:

.‘ Start

Choose one or more interfaces to capture from, then Start Sample Ca ptures

== A rich assortment of example capture files on the wiki
Fumii.o
FAumli.1

lany

£/ Loopback: lo
g*luml2.0
#lumla.0
&lumi2.1

umiz.1

Elumla.1

Ready to load or capture No Packets Profile: Default




Wireshark

e Ejemplo de captura

Fle Edt View Go Capture Analyze Statistics Telephony Tools Help

Baetea cEXed AevwFrEAE aaal @S % &

E]ﬁ_lter:l :I-I-Egpression... A CIea[quApptyl
No. . Time Source Destination Pratocol | info B
325 710.692665 192.168.0.1 152.168.2.4 P Fragmented IP protocol (proto=ICMP 0x01, off=0, ID=f1lde)
326 710.692702 192,.168.0.1 192.168.2.4 IcMP Echo (ping) request
327 710.693437 192.168.2.4 152.168.0.1 IcHP Echo (ping) reply
192.168.0.1 192.168.2.4 Ip Fragmented IP protocol (proto=sICMP Ox01, off=0, ID=fldd)
1 4 IC ping) request
192.168.2.4 152.168.0.1 1cHP Echo (ping) reply
331 714.691857 02:00:00:00:02:fO 02:00:00:00:01: f0O ARP who has 192.168.0.17 Tell 192.168.0.2
332 714.692000 02:00:00:00:01:f0 02:00:00:00:02: f0 ARP 192.168.0.1 is at 02:00:00:00:01:f0
333 1209.652580 feg0::fecb:cff:fecf:30ec) f02::1b MDNS Standard query PTR _services,._dns-sd._udp.local, "QM* question
334 1209.733181 fes0: :984a:49ff: febc:30¢ ffo2::fb MONS Standard query PTR _services. dns-sd._udp.local, "OM" gquestion
335 54035.392930 feso: :fecb:cff:fecf:39c) ffo2::1b MDNS Standard query PTR _services._dns-sd._udp.local, "QM* guestion
336 54035, 393084 fes0: :984a:49ff: febc:30¢ ffo2::fb MDNS Standard query PTR _services._dns-sd._udp.local, "OM* question J
337 57635.303223 fes0: :fe6b:cff:fecf:359¢c) 1f02::1b MDNS Standard guervy PTR services. dns-sd. udp.local, "OM* guestion =

b Frame 329 (266 bytes on wire, 266 bytes captured)
b Ethernet II, Src: 02:00:00:00:01:f0 (02:00:00:00:01:f0), Dst: 02:00:00:00:02:f0 (02:00:00:00:02:0)

- Internet Protecol, Src: 192.168.0.1 ( , Dst: 192.168.2.4 (192.168.2.4)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00)
Total Length: 252
Identification: Oxfldd (61917)
Flags: Ox00
0.. = Reserved bit: Not Set
.0. = Don't fragment: Not Set
..0 = More fragments: Not Set
Fragment offset: 576
Time to live: 64
Protocol: TCMP (0x01)
Header checksum: Ox0486 [correct]
Source: 192.168.0.1 (192.168.0.1)
Destination: 192.168.2.4 (192.168.2.4)
b [IP Fragments (808 bytes): #328(576), #329(232)]
= Internet Control Message Protocol
Type: 8 (Eche (ping) request)
Code: 0 ()
Checksum: Oxclcl [correct]
Identifier: OxSdos
Sequence number: 3 (0x0003)
b Data (800 bytes)

-

4

-

o000 02 00 00 00 02 fO 02 00 00
EOlao0 fc f1 dd 00 48
(ers} 38 30 3a 3b 3c 3d 3e 43 44 45
J0030 46 47 48 49 4da 4b 4c 4d  de 4f S0 51 52 53 54 55 FGHIJKLM NOPQRSTU
ID040 S6 S7 58 59 Sa Sb Sc 5d Se Sf 60 61 62 63 64 65 WXYZ[\] ~_"abcde

|00S0 66 67 68 60 6a 6b 6c 6d Ge 6f 70 71 72 73 74 75 fghijklm nopgrstu |

Frame (266 bytes) [Reassembled IPv4 (808 bytes) |
Ofinternet Protocol (ip), 20 bytes {| Packets: 342 Displayed: 342 Marked: 0 i Profile: Default




Wireshark

e Detalles de un paquete

b Frame 329 (266 bytes on wire, 266 bytes captured)
b Ethernet II, Src: 0Z:00:00:00:01:f0 (02:00:00:00:01:f0), Dst: 0Z:00:00:00:02:f0 (0Z2:00:00:00:02:T0)
- Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.2.4 (192.168.2.4)

Version: 4
Header length: 20 bytes
b Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECM: Ox00)
Total Length: 252
Identification: Oxfldd (61917)
= Flags: 0Ox00

Reserved bit: Mot Set
.0. = Don't fragment: Mot Set
.0 More fragments: Mot Set
Fragment offset: 576
Time to live: 64
Protocol: ICMP (0x01)

P Header checksum: 0x0486 [correct]
Source: 192.168.0.1 (192.168.0.1)
Destination: 192.158.2.4 (192.168.2.4)

b [IP Fragments (808 bytes): #328(575), #329(232)]

= Internet Control Message Protocol

o..

Type: 8 (Echo (ping) request)
Code: © ()
Checksum: Oxclcl [correct]
Identifier: OxSdog
Sequence number: 3 (Ox0003)

P Data (800 bytes)




